Multifactor Authentication Setup

Instructions

When logging in to TFNB Digital Banking, the system will
automatically take you to the ‘Security Devices’ tab
when you log in. You will not be able to proceed past
this point until you successfully set up your security
device.

You'll ener your usemame as usuzl, th
that it's yeu before entering your password.

To continue, you will need to click the “Let’s
Get Started” button.

Step 1: Set Up Device

Fill out the information that corresponds to your phone.

Passwords are becorning increasingly easy to compromise.
They can often be stolen, guessed, or hacked. Qur new
enhanced authentication improves the security of your online
accounts by using your phone to verify your identity. This
prevents anyone but you from accessing your accounts, even
f they know your password.
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You'll enter your username as usual, then use your mobile
device to verify that it's you before entering your password
No mobile phone? You can alse use a landline. Qur enhanced
security lets you link multiple phones to your account so you
can use your mobile phone and a landline on a single account.
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Step 2: Verify Device
Choose either “Text Me” or “Call Me”.

No mobile phone? You can alse use a landline. Our enhancad
security lets you link multiple phones to your account so you
can use your mabile phone and a landline on a single account.
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Can your device receive a text message?

Enter the code that was provided in the text or phone
call, then click “Verify Device”.
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Multifactor Authentication Setup

Step 3: DUO App Link & Activation Link

Instructions

Once the App has been downloaded and activated,

This is not required and can be skipped at the please click on the “Complete Setup” if done, or you
bottom of the screen. This option provides a may click on “Add Another Device”.

push notification for approval after successful

login.

There is a setup option to have the DUO app Install
and Activation links sent through a text message.
Click “Use DUO Mobile”.

Duo Mobile is an application that runs on your phone and helps you
authenticate. Without it you'll still be able to log in using & phone call or
text message, but we strongly recommend that you use Duo Mebile to
authenticate quickly and sasily

WHY USE DUO MOBILE?

- It's fast & easy — one click Approval/Denial
« Works in any country

- Doesnt require cell service

INSTALL THE APP
Select "User Duo Mobile™ and receive two text messages:

1. THE FIRST MESSAGE WILL CONTAIN A LINK TO INSTALL THE DUQ
MOBILE APP FLEASE CLICK THE LINK TO INSTALL THE APP.

LTl COND MESSAGE WILL CONTAIN A LINK TO ACTIVATE YOUR
ACCOUNT. PLEASE CLICK THE LINK TO ACTIVATE YOUR ACCOUNT IN
THE DUQ MOBILE APP

USE DUO MOBILE

Follow the link in the text message to download the

app and activate it.
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Download Mobile App: http://
m=03bdelbs.duosecurity.com

To activate the Duo Mobile app,
click this link; https://

m-03bde0bé.duosecurity.com/
iphone/MOGgHwWo225GmIBWh3wcE
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< DEVICE SETUP COMPLETE X

Congratulations! You have finished the enrollment process
Now let's set up some notifications to help keep you up on top
of your accounts and money.

You can also add another device at this time

ADD ANOTHER DEVICE

If you choose not to use the DUO app, the authenticate
screen below will show when the system needs to verify
your log on or activity.

For added security we have enabled Multi-Factor
Authentication (MFA) for our users.

SELECT A DEVICE

DEVICE
My iPhone

CONFIRM VIA
We needto confirm that you have access 1o the selected device by

sending a passcode viz & third-party application or via 1ext messags, or

we can call the device.

g Q
Passcode via

Text Phone Call

ENTER PASSCODE

Enter the passcede from the Duo mobile app
Choose to receive a one-time passcode via text

PASSCODE
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